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HIPAA Security Policy and Procedures 

Montclair State Universi t y is a hy brid entity and has desig n a t e d Healthca r e Componen t s that are 
subject to HIPAA.  MSU’s Healthcar e Component s and Business Associates mu st co mp ly fully with th e 
applicab l e HIPAA Securit y Rule require men t s. To 



 

2 
 

H. “Personal Device” means an ele ctronic asset used  to acce ss MSU e-PHI that is not owned 
or provid e d by MSU to the Workforce, inclu d i n g but not limi t e d to a, lapto p, smart p h o n e 
and table t that suppo r t s elect r o n i c asset s regar d l e s s of wheth e r or not they conta in Mobile 
Media. 

I.  “Privacy Officer” shall mean the indivi d u a l appoin t e d by the Provost to assu me the 
oblig a t i o n s of the Privacy Officer in the MSU HIPAA Privacy Policy. 

J.  “Security Rule” means the Standards for Security for the Protecti o n of Electron i c 
Protect e d Health Informa t i o n, codif i e d at 45 CFR parts 160 and 164, Subpart C, as 
amend e d and in effec t. 

K.  “Workforce” means all memb ers of th e MSU’s workforce who have acc ess to PHI in 
order to perfo r m the funct i o n s of MSU’s Healthca r e Componen t s. Workforce inclu d e s 
indi v id u a l s who would be cons i d e r e d part of MSU’s workfo r c e under the Privacy Rule, 
such as volun t e e r s, train e e s, and other pe rso n s whose work perfor m a n c e is under the 
direct contr o l of MSU, whether or not they are paid by MSU. 

II.  SECURITY OFFICIAL AND CONTACT PERSON 

MSU designa t e s the Vice Preside n t fo r Informa t i o n Technol o gy, or his or her desi g n e e, as the 
MSU Security Official. The Security Official serve s as the perso n who is respo n s i b l e for MSU’s 
co mp lia n c e with the Security Rule and this Policy and who assist s with co mpli a n c e and enforc e me n t of 
this Policy. Wherever this Policy refe rs to the Security Official, if a ppli c a b l e, such refer e n c e will inclu d e 
any person delega t e d by the Security Official, whethe r such deleg a t i o n is verba l or writt e n. 

Contact informa t i o n for the Security Official  shall be poste d on the websi t e for MSU.  

Complain t s conce r n i n g MSU’s comp li a n c e with th is Policy shall be refer r e d to the Privacy 
Officer.  Complain t s recei v e d by the Privacy Offi cer that relat e to the info r m a t i o n techn o l ogy and 
electr o n i c inform a t i o n of the Universit y shall be r esolv e d in consul t a t i o n with the Vice Presiden t for 
Informa t i o n Technolo g y.  Complain t s recei v e d by the Pr ivacy Officer that relat e to the phy sic a l premi s e s 
of the Universi t y shall be resol v e d in consu l t a t i o n with the Vice Presiden t for University Faciliti e s.  
Complaints receive d by the Privacy Officer that ar i se out of a Universit y employ e e ’ s non-comp li a n c e 
with this Policy shall be referr e d to the Vice Presiden t for Human Resource s.  

Contact informa t i o n for the Privacy Officer shall be poste d on the websi t e for MSU. 

III.  WORKFORCE TRAINING 

A. Policy 

Workforce memb ers will receive th e necess a r y and approp r i a t e train i n g to permit them to car ry 
out their funct i o n s for MSU in  accord a n c e with this Policy. 

B. Procedures 

1. Identif i c a t i o n of Workforce. The Priv acy Officer, in consu l t a t i o n with the 
Security Official and Universit y Counsel, will identif y all employ e e s and other 
perso n n e l who are memb e r s of the Workforce for train i n g under this Policy. 
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2. Training. The Security Official will provi d e for the deliv e r y of train i n g sessi o n s 
for all curren t memb er s of the Workforce regar d i n g the Securit y Rule and this 
Policy. All indiv id u a l s who join the Workforce will be train e d with i n a 
reasona b l e time after joinin g the Workfo rce. Trainin g for exis t in g Workforce 
memb ers will occur as MSU deems nec essar y and in accord a n c e with applic a b l e 
MSU policies or practi c e s. If this Policy is  mater i a l l y chang e d, MSU will provi d e 
traini n g relate d to the change s as app r op r i a t e or neces s a r y for the Workforce 
withi n a reaso n a b l e time after this Policy is modif i e d. 

3. Documentat i o n. The Security Official will docume n t the time, date, place, and 
conten t of each traini n g sessio n, as well as the Workforce memb e rs who attend 
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(ii)  Limitati o n of acces s to those sensi t i v e areas where PHI or e-PHI 
are acc ess e d or maintai n e d to only that acces s that is reasona b l y 
necess a r y for an individ u a l ’ s role or functio n; 

(iii)  Documenta t i o n of acces s autho r i z a t i o n s and uses, in addit i o n to 
ongoin g monit o r i n g and maint e n a n c e of such recor d s by the 
Security Official or by his or her desi gn e e, as reas on a b l e and 
appro p r i a t e; 

(iv)  Issuance of identi f i c a t i o n tokens, badges, or smart cards that 
descri b e a person ’ s identi t y, his or her approv e d areas of acc ess, 
and an expir at i o n date, if appli c a b l e; 

(v)  Updates to each indivi d u a l ’ s access capabil i t i e s when the 
indiv id u a l’ s role, respo n s i b i l i ty or posit io n chang e s; and 

(vi)  Revocatio n or limita t i o n of any access author i z a t i o n in a timely 
manner when access is no longer needed. 

c.  MSU will devel o p and imple me n t proce d u r e s to ensur e that all phy si c a l 
safegu a r d s ar e review e d, tested, and revise d on a regula r basis. 

2. Technical Safeguar d s 

a.  As applic a b l e, techni c a l safeg u a r d s will be impl e m e n t e d, such as 
reason a b l e and approp r i a t e firew a l l s, securi t y softwar e, and encryp t i o n 
progr a ms as well as a req u i r e me n t for uniq u e user na me s and pass w o r d s 
for acce ss to MSU computer files and Mobile Devices that contai n PHI. 
Members of the Workforce will ha ve such uniqu e usern a me s and 
passwor d s. 

b.  All e-PHI mainta i n e d in an MSU e- mail, on a MSU hard driv e, or on a 
Mobile Device will be author i z e d a nd will neces s i t a t e the Workforce to 
coord i n a t e the activ a t i o n of MSU’s en crypti o n technol o g y to ensure that 
the e-PHI is secure.  Workforce are pr ohib i t e d from acce ss i n g Mobile 
Media contai n i n g e-PHI using a Personal Device unless the Personal 
Device conta i n s encr y p ti o n tech n o l o gy prov i d e d by MSU. 

c.  When PHI is remove d from electr o n i c media, MSU Workforce will 
delete all e-PHI in a commerc i al l y reason a b l e manner to ensure that the 
info r ma t i o n is perma n e n t l y unre a d a b l e prior to dispo s a l.  When a Mobile 
Device is return e d by the Workforce to the Univers i t y, the Divisio n of 
Informa t i o n Technol o gy shall delet e all Mobile Media, inclu d i n g but not 
limit e d to e-PHI, before the Mobile Device is reass i g n e d, return ed to the 
lesso r, or dispo s e d. 
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V. SECURITY OF ELECTRONIC PHI 

A. Policy 

MSU requires reason a b l e and appropr ia t e safegu a r d s to protect the confide n t ia l i t y, integri ty, and 
availab i l i t y of e-PHI; to protect agains t any reasona b l y anticip a t ed threats or hazards to the securit y or 
integri t y of the e-PHI; to protect agai nst any reas ona b l y antici p a t e d uses or disclos u r e s that are not 
permi t t e d by the Security Rule; and to suppo r t Work force compl i a n c e with this Policy and with the 
Securit y Rule. 

MSU will review and mo dify its securit y measur e s as needed and will update docume n t a t i o n of 
such securi t y mea sur e s peri od i c a l l y and as needed. 

B. Procedures  

1. Security Managemen t Process 

MSU maintai n s a securit y manage m e n t proces s to pr
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c.  Emergenc y Mode Operati o n Plan: MSU admini s t r a t o r s fro m the IT 
Depart me n t s will desig n and imple m e n t strat e g i e s to prior i t i z e sy ste m 
resto r a t i o n, mitiga t e loss, and ident i fy chain s of comma n d and respo n s e. 

In addit i o n, regul a r plann e d testi n g and respo n s e train i n g will be perfo r m e d to ensur e readi n e s s. 

8. Evaluatio n 

MSU will perfo r m perio d i c techn i c a l and nonte c h n i c a l evalua t i o n s based on the standa r d s set 
forth in the Securit y Rule, to ensur e that MSU’ s polici e s and proced u r e s are update d as warran t e d by 
change s in MSU’s environ me n t a l or operat i o n a l c ondi t i o n s affec t i n g the securi t y of e-PHI. Such 
evalu a t i o n will be achie v e d throu g h the colle c t i v e effo r t s of MSU’s Security Official, Vice Presiden t for 
Faciliti e s and Universit y Counsel. 

VI.  SANCTIONS FOR VIOLATIONS OF SECURITY POLICY 

A. Policy 

  Employ ee s who viola t e this Policy may be subje c t  to disci p l i n a r y mea su r e s, consis t e n t with any 
appli c a b l e colle c t i v e barga i n i n g agree m e n t, up to an d includ i n g suspen s i o n, dismi ss a l, and ter min a t i o n. 

B. Procedures 

During train in g, the Workforce will be infor me d th at disci p l i n a r y actio n s may be impos e d if this 
Policy is viola t e d. Appropri a t e disci p l i n a r y actio n s will be determi n e d on the basis of the nature of the 
viola t i o n, its sever i t y, and wheth e r it was inten t i o n a l or unint en t i o n a l. Such disci p l i n a r y actio n s may 
inclu d e, withou t limit a t i o n, verbal warn i n g s, writte n wa rni n g s, proba t i o n a ry peri o d s,  and termi n a t i o n of 
emplo y men t. Applicat i o n of any disci p l i n a r y actio n s  will be docume n t e d in  accord a n c e with MSU’s 
recor d reten t i o n proce d u r es. 

The Vice Preside n t for Human Resourc e s will deter m i n e wheth e r, and to what exten t, disci p l i n a r y 
acti o n shou l d be impos e d for a viola t i o n of this Policy. 

VII.  UNAUTHORIZED DISCLOSURES OF PHI 

A. Policy 

To the exten t possi b l e, MSU will mitig a t e any harmf u l effec t s that beco me known to it of a use or 
discl o s u r e of an indiv id u a l’ s PHI in violat i o n of this Policy. 

The Security Official an d Privacy Officer, in  consu l t a t i o n with Universi t y Counsel, will 
coord i n a t e the repor t i n g of any use or discl o s u r e of PHI that is not per mi t t e d or requi r e d in accor d a n c e 
with HIPAA, the Security Rule, and any appli c a b l e under ly in g contr a c t u a l agree me n t. This inclu d e s 
repor t i n g Breaches and Security Inciden t s of whi c h it beco mes awar e, in accordan c e with HIPAA 
reporti n g requi r e me n t s an d the MSU HIPAA Privacy Policy. 

B. Procedures 

If a member of the Workforce beco mes aware of a disclo s u r e of PHI, either by a memb er of the 
Workforce or by an outsid e consu l t a n t or contr a c t or , that is not in comp l i a n c e with this Policy, the 
Workforce memb e r will repor t the discl o s u r e to the Privacy Officer. This may be acco mp l i s h e d throu g h 
the Workforce memb er ’ s superv i s o r. 
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X. RECORD RETENTION AND DISPOSAL 

A. Policy 

MSU will maint a i n docum e n t a t i o n suppo r t i n g comp l i a n c e with thi s Policy, inclu d i n g audit logs, 
risk analy s e s, traini n g comp l et i o n s, and Workforce sanct i o n s, in accor d a n c e with inter n a l and stat e 
recor d-retent i o n requi r e me n t s and in no case for less than six (6) years. 

MSU will dispo s e of recor d s, includ i n g PHI, in accord a n c e with its HIPAA Privacy Policy. 
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XI. Related Policies. 
 

● MSU Compliance Plan 
● HIPAA Privacy Policy 
● Policy on Respons i b l e Use of Computi n g  
● Data Classif i c a t i o n and Handling (Safegua r d i n g Sensiti v e and Confide n t i a l Informa t i o n Policy) 
● 
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Exhibit A 
 

Personal Device Terms of Use 
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Personal Device Terms of Use 
 

Montclair State Universit y takes the safe ty and securit y  of the protect e d healt h infor m a t i o n gener a t e d by 
its Healthca r e Componen t s and Business Associat e s ve ry serio u sl y. The loss of this informa t i o n could 
have serio u s detri me n t a l effec t s on the Universi t y an d/or the patien t s of its Healthcar e Componen t s. In 
order to use a  device not issued by the Universi t y (such as an appro p r i a t e lapto p, smart p h o ne, or table t) 
(collecti v e l y, “Personal Device”) to acc e ss ele ctr o n i c pr otec t e d health informa t i o n (“ePHI”) as define d by 
the Standard s for Privacy of Individ u a l ly Identif i a b l e Health Informa t i o n, codifi e d at 45 CFR parts 160 
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informa t i o n, or I subseq u e n t l y withd r aw my co nsent to these ter ms and c ondi t i o n s, I unders t a n d and 
ackno w l e d g e that Universi t y has the right to phy si ca l l y or remo t e l y remov e any and all ePHI fro m my 
Personal Device. I furthe r under s t a n d and acknow l e d g e that in these cir cu ms t a n c e s that the Universit y has 
no oblig a t i o n befo r e exer c i s i n g this righ t to prove any di sclo s u r e, or threat of disclo s u r e, of any ePHI or 
any other harm to Univers i t y, or to prov id e me with any furth e r notic e. 
 
Likelihood of permanent loss of personal information connected with physical or remote removal 
procedure. In the event of a remov a l of ePHI fro m my Personal Device, I unders t a n d and ackno w l e d g e 
that it is likel y that all or a porti o n of perso n a l infor m a t i o n on my Persona l Device (for examp l e, my 
conta c t s, audio files, video files, applic a t i o n s, or phot o s) may be perma n e n t l y dele t e d or dest r o y ed. I 
furthe r under s t a n d and ac knowl e d g e that Universit y recomm e n d s that I save or store such persona l 
info r ma t i o n on anoth e r devic e or on other equi p me n t to avoi d its perma n e n t dele t i o n or dest r u c t i o n, and I 
undert a k e the sole respo n s i b i l i ty to do this. Should I fail to do this, I accept the risk that perso n a l 
infor ma t i o n may be perma n e n t l y dele te d or destro y ed as descri b e d above. 
 
Mobile device security compatibility. I agree that I will downl o a d and insta l l all appli c a t i o n s that 
Universit y may require in order to per mit my Personal Device to acc es s Universit y ’ s sy stems and 
network s or to otherwi s e gain acce ss to ePHI. I agree to keep the device curren t with securit y patche s and 
update s as approv e d by Universi t y and will not “jail br eak ” the device (instal l i n g softw a r e th at allows th e 
user to bypass built-in securi ty featu r e s and contro l s). I unders t a n d that to ensur e that my Personal Device 
contin u e s to meet infor ma t i o n securi t y requir e men t s,  Universi t y ’ s mobil e devic e man ag e m e n t softw a r e 
may be used to period i c a l ly verif y that my Personal Device has the requir e d applic a t i o n s insta l l e d and that 
it contin u e s to meet co mp at i b i l i ty requir e men t s incl u d i n g oper a t i n g sy st e m re qui r e men t s. I unders t a n d 
that the applic a t i o n s may requir e use of a unique p assw o r d and/or anoth e r auth en t i c a t i o n proces s in order 
for my Personal Device to acce ss or use Universit y ’ s sy stem s and informa t i o n.  
 
Duty to take reasonable security measures and report loss, theft or unauthorized access. In order to 
protec t ePHI, I agre e to use a “PIN code” or unique passwo r d acc ess sy ste m on my Personal Devic e. I 
further agree to employ other reason a b l e measur e s to prote c t my Persona l Device again s t unaut h o r i z e d 
use. For exa mpl e, to not leave my Personal Device unatte n d e d in a visibl e or acce ss i b l e pla ce, not use it 
on networ k s that are not specif i c a l l y known by me to be secure, and not accept or downl o a d conte n t from 
suspic i o u s or unknow n sourc e s. In the event that my Pe rsonal Device is lost or stolen or an unauth o r i z e d 
third party gains acces s to it or to my Universi t y em ail accou n t or ePHI via my Personal Device, I agree 
to immed i a t e l y repor t this to my super v iso r or dir
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fulles t exten t possi b l e under appli c a b l e laws, any and all rights to make any claim whats o e v e r again s t the 
Universi t y for any such loss or damag e.  
 
By signin g this form, I expres s l y conse n t to and ag ree with the above terms and conditio n s associ a t e d 
with using a Persona l Device for profe s s i o n a l work pur pos e s to access ePHI. I underst a n d that if I am an 
employ e e or volunt e e r and I breach the ter ms of this fo rm, I may be subje c t to disci p l i n a r y actio n, up to 
and incl u d i ng the termi n a t i o n of my empl oy men t and/or  contr a c t with the Universi t y witho u t notic e or 
pay me n t in lieu of notic e.  I unders t a n d that if I am a stude n t of the Universi t y and I breach these ter ms, I 
may be subject to disci p l i ne under the Student Code of Conduct. 
 
 
              
Date        Workforce Member Signatu re 
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